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What Is a Digital Arrest?

A digital arrest is a cybercrime in which fraudsters impersonate police officers, CBI, ED,
RBI, customs, income tax, or courier company officials and contact victims by phone,
WhatsApp, or video call. They falsely claim the victim is involved in a serious crime —
money laundering, drug trafficking, identity fraud — and threaten immediate “arrest”
unless money is transferred or sensitive details are shared.

The scam relies entirely on fear, isolation, and false authority. Victims are kept on a
continuous video call for hours — sometimes days — under the illusion that they are in
“digital custody” and forbidden from contacting anyone. By the time they realise what
has happened, the money is gone.

The single most important fact:
There is NO such legal concept as “digital arrest” in Indian law. No police officer, CBI agent, judge,
or RBI official will ever arrest you over a video call. No real investigation demands money through
UPI, bank transfer, or cryptocurrency. If you hear the words “digital arrest” — the call is a scam.
Period.

The Scale of the Problem

₹ 2,140 Cr
Estimated losses to digital arrest
scams in India over 18 months

86,420
Cybercrime cases registered in

India in 2023 (NCRB)

24x7
1930 Cyber Helpline operated by

I4C, Ministry of Home Affairs

Digital arrest scams have become one of India's most damaging cyber threats. Senior
citizens, professionals, and even highly educated individuals have lost their life savings
— sometimes crores of rupees — to these schemes. Awareness is the only reliable
defence.
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How the Scam Works

Digital arrest scams follow a remarkably consistent playbook. Understanding each stage
helps you recognise the trap before it closes. The fraud typically unfolds in five phases:

1

The Hook — A Sudden Call
You receive an unexpected call, often from an international number (+92, +1, +44) or a
spoofed Indian number. The caller claims to be from FedEx, DHL, customs, the CBI, the
Mumbai Police, or TRAI. The script: “A parcel in your name contains drugs, fake passports, or
SIM cards used in money laundering.”

2

The Authority Display
The call is transferred to a “senior officer” on Skype or WhatsApp video. You see a man in
police uniform, in what looks like a real police station, with the Ashoka emblem behind him. He
shows fake ID cards, fake FIR copies, and forged court orders bearing your name and Aadhaar
details.

3
The Threat
Heavy charges are recited: Section 420, NDPS Act, PMLA, 10 years in jail. They claim your
Aadhaar and PAN are linked to terror funding or to a high-profile case (Naresh Goyal, Jet
Airways, etc.). The pressure is relentless and designed to overwhelm rational thought.

4
The Isolation
You are placed under “digital arrest” and ordered to stay on the video call at all times. You
cannot tell family. You cannot leave the camera. The matter is “sub-judice.” Some victims are
kept on camera for 3 hours; some for 5 days. This isolation is the most dangerous stage.

5

The Drain
You are told to transfer your funds to an “RBI escrow account” or “government verification
account” for clearance — with a promise of return in 24 hours after “verification.” The money is
moved through mule accounts, converted to crypto, and is gone. The calls stop. The scammers
disappear.



DIGITAL ARREST
Cyber Centre of Excellence | Gujarat Police

Helpline: 1930
cybercrime.gov.in

If you suspect a digital arrest scam, hang up immediately and call 1930. Page 3

Red Flags: How to Spot the Scam

If even one of these signs appears on a call, treat it as a scam. If two or more appear, it
is 99% certain. Hang up immediately.

✖ The caller uses the phrase “digital arrest”, “online arrest”, or “virtual custody”.

✖ Call comes from an international number (+92, +1, +44) or unknown
WhatsApp/Skype ID.

✖ The caller is in uniform but the video is dim, poor quality, with a mismatched accent.

✖ Mention of a parcel in your name containing drugs, SIM cards, fake passports, or
cash.

✖ A “stamped FIR” or “court order” with your name is shown on video.

✖ You are forbidden from disconnecting the call, telling family, or leaving the camera.

✖ Demand to transfer money to an “RBI escrow account” for “verification”.

✖ Claim that Skype or WhatsApp is “the only secure government channel”.

✖ Sense of extreme urgency — “you have 30 minutes”, “arrest team is on the way”.

✖ Request for OTP, banking passwords, screen-sharing, or installation of any app.

Common Scam Scenarios in 2026

Courier Parcel Scam
“A parcel under your name from Mumbai to Taiwan contains 140g of MDMA and five expired
passports. We are transferring your call to Mumbai Cyber Crime.”

Aadhaar / SIM Misuse Scam
“Your Aadhaar is linked to 17 SIM cards used in money laundering. Your name has been
added to an FIR. We need to verify your bank accounts immediately.”

Income Tax / Customs Scam
“You have an unpaid tax liability of ₹4.2 lakh from an international transaction. Arrest
warrant has been issued. Settle now or face custody.”

Bank Money-Laundering Scam
“Your account number was used to receive funds from a fraud case linked to a high-profile
financial case. You must transfer all funds to an RBI verification account for clearance.”
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What To Do If You Receive Such a Call

Stay calm. The scam works on panic — refusing to panic is half the defence. Follow these
steps in order:

✔  DO THIS
• Disconnect the call immediately. You are under no obligation to listen. “My phone

is dying” or “poor network” is enough.
• Take a few deep breaths. Step away from the screen. Walk to another room.
• Tell a family member or friend straight away — speak the situation out loud.

Scams collapse when isolation breaks.
• Verify independently. Call your local police station on a number you find yourself,

not one the caller gave you.
• Take screenshots of the caller's number, video, any documents shown, and any

chat messages.
• Report to 1930 — the national cyber crime helpline — within 24 hours. The first 60

minutes (the “golden hour”) give the best chance of recovery.
• File a complaint on cybercrime.gov.in, the National Cyber Crime Reporting Portal.
• If you transferred money, contact your bank immediately to freeze the receiving

account.

✖  NEVER DO THIS
• Never transfer money to any “RBI verification”, “escrow”, “safe”, or “government”

account. No such account exists.
• Never share OTPs, passwords, CVVs, or net-banking credentials. No officer asks

for these.
• Never install any app the caller asks you to install — especially AnyDesk,

TeamViewer, Quick Support, or screen-sharing tools.
• Never stay on a video call with strangers claiming to be officials. Real police don't

conduct investigations over Skype.
• Never keep it secret. Scammers tell you the case is “sub-judice” to isolate you. It is

a lie.
• Never click on links sent by the caller, even if they look like government websites.
• Never believe the uniform. Anyone can wear a costume on camera. AI-generated

police backgrounds are now common.

Remember: A real Indian police officer or central agency will always approach you through a
written notice and a physical visit, with a documented FIR number you can verify at the local police
station. They will never demand money, OTPs, or video-call “custody”.
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How to Report — Step by Step

CYBER CRIME HELPLINE

1930
Toll-free  |  24x7  |  All India

Operated by the Indian Cyber Crime Coordination Centre (I4C), Ministry of Home Affairs, Government
of India

The Reporting Process

1
Dial 1930
A trained operator notes down the fraud details — account number, UPI ID, transaction ID,
amount, date, and your basic information — and creates a complaint ticket on the National
Cyber Crime Reporting Portal (NCRP).

2
Ticket escalation
The complaint is automatically escalated to the relevant banks, wallets, and merchants. You
receive an SMS with an acknowledgment number and instructions to complete a detailed
online complaint within 24 hours.

3
File the full complaint at cybercrime.gov.in
Log in with the acknowledgment number, complete all fields, and upload evidence:
screenshots, call logs, bank statements, and any documents shared by the scammers.

4
Bank action — the golden hour
If reported within roughly 60 minutes, banks can often freeze the receiving account and stop
further movement of funds. The Citizen Financial Cyber Fraud Reporting system enables
real-time action between police and banks.

5
Visit your local cyber police station
Carry a printed copy of the complaint, all screenshots, bank statements, and a valid ID.
Request an FIR if not already filed. Follow up regularly using your complaint number.
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Understanding Your Complaint Status

Status What it means

Provisionally Recommended for Filing Your complaint has been received and is being assessed for filing.

Forwarded to Law Enforcement Agency Complaint escalated to police / cybercrime unit for investigation.

Investigation in Progress Authorities are tracking IPs, transactions, and fraudster details.

Money Successfully Blocked / Recovered The defrauded amount has been traced and is being refunded.

Closed / No Action Investigation could not be progressed (insufficient evidence or untraceable).
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Family Safety Checklist

Elderly relatives, first-time smartphone users, and people unfamiliar with online banking
are the most vulnerable. Cover this checklist with every member of your household:

☐ Have a clear rule at home: any call demanding money or OTP must be
discussed with at least one family member before any action.

☐ Save the 1930 helpline number and cybercrime.gov.in URL on every phone in the
house.

☐ Tell elderly parents and grandparents: real police never video-call. If anyone in
uniform appears on Skype or WhatsApp, it is fake.

☐ Agree on a family code word for emergencies — useful against AI voice-cloning
scams that mimic relatives in distress.

☐ Review bank SMS settings to enable instant transaction alerts and set a low
per-transaction UPI limit.

☐ Keep contact numbers of your bank's fraud line, your local police station, and a
trusted relative on the fridge or wall.

☐ Discuss recent scam news monthly at home — awareness fades; refresh it.

☐ Avoid sharing photos of Aadhaar, PAN, passport, cheque leaves, or bank
documents on social media or to unverified numbers.

Real Cases Reported in India

Mumbai — 73-year-old doctor (2025)
Scammers posed as TRAI officials, police, and a judge over video calls, claiming the doctor's
account was linked to the Naresh Goyal case. He transferred ₹2.89 crore over two days.
After he called 1930, the cyber team froze the fraudulent accounts and recovered ₹1.29
crore.

Delhi — elderly citizen, ED impersonation
Kept on a continuous video call for over six hours by men claiming to be ED officers. Lost a
substantial portion of his retirement savings before family intervened.

Bangalore — software engineer
Told her Aadhaar was linked to a drug trafficking case by a caller posing as a customs
official, demanding ₹5 lakh. She independently called the customs department, confirmed it
was fake, and avoided loss.
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Important Contacts & Resources

Service Contact

National Cyber Crime Helpline 1930  (24x7, toll-free)

National Cyber Crime Reporting Portal cybercrime.gov.in

Police Emergency 112

Women Helpline 1091

Senior Citizen Helpline 14567

RBI Sachet (suspicious entities) sachet.rbi.org.in

Report SIM-card / spoofed-call fraud (DoT) sancharsaathi.gov.in

CERT-In (incident reporting) incident@cert-in.org.in

Five Things to Remember

1 Digital arrest is not a real legal concept.
Indian law contains no provision authorising arrest by video call.

2
No real officer will ever ask for money.
Police, CBI, ED, RBI, and customs never request payments through UPI, bank transfer, or
crypto. Ever.

3
Fear is the scam's only weapon.
Disconnect, breathe, and talk to a family member — the scam dies the moment isolation
breaks.

4
The first hour matters most.
Call 1930 immediately. Banks can freeze fraudulent accounts and reverse transactions within
the golden hour.

5
Awareness saves money — share it.
Talk about this guide with parents, grandparents, neighbours, and colleagues. One
conversation can prevent a life-altering loss.

If you remember only one number from this guide, make it 1930.
If you remember only one website, make it cybercrime.gov.in.
If you remember only one rule, make it: hang up.


