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What Is Fake Identity Fraud?
Fake Identity Fraud is the trick of pretending to be someone you trust — a police officer, a CBI
agent, a bank manager, an HR recruiter, a courier executive, or even a son, daughter, or close
friend in distress. The attacker doesn't hack your account; they hack your trust. By the time the
victim realises the caller was never who they claimed to be, money, OTPs, KYC documents, or
admissions of "guilt" have already left the room.

Indian victims now lose more money to impersonation fraud than to almost any other category.
The scripts are practised, the IDs are forged, and AI voice-cloning makes a one-minute recording
of your child enough to fake a tearful emergency call. Today's fraudster needs only your phone
number and a few details from social media to sound terrifyingly real for ten to twenty crucial
minutes — long enough for you to do exactly what they ask.

The single most important fact:

A real officer never asks you to verify, transfer, or pay anything over the phone.
No police station, no CBI, no ED, no Income Tax department, no bank, no courier company,
and no government office in India will ever ask you to share an OTP, send money to a
"verification account", stay on a video call, or keep the conversation secret from family.
Hang up, breathe, and call the official number printed on the institution's website yourself —
never the one the caller gave you.

The Scale of the Problem

₹2,140 Cr
Lost to digital arrest &

impersonation scams in India,
Jan–Apr 2025 (MHA/I4C)

92,334
Digital arrest / impersonation
complaints filed on NCRP in

2024 (I4C)

1930
Report cyber crime 24×7 All

India, toll-free

The Indian Cyber Crime Coordination Centre (I4C), RBI, and the Prime Minister have publicly
warned against "digital arrest" calls — a fraud where impostors in police or CBI uniforms appear
on video, accuse the victim of money-laundering or drug smuggling, and demand payment to
"clear their name". Senior citizens, homemakers, and small-business owners are the most
common targets, but doctors, professors, and IT-professionals have lost crores in a single
afternoon. The defence is never the caller's claim — it is your own independent verification.
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Five Faces of Fake Identity Fraud
Every impersonation uses the same playbook — a believable role, a manufactured emergency,
and a demand for secrecy — but the costume changes. Recognise the role and the trick collapses,
no matter how polished the performance.

1
Fake Police, CBI or ED Officer ("Digital Arrest")

A caller in uniform appears on a video call, names a parcel containing drugs / a
money-laundering case / an arrest warrant in your name, and orders you to stay on
camera and transfer money to a "safe RBI account" for verification. Real police never
arrest anyone over a video call, never demand money to "clear a case", and never forbid
you from speaking to family.

2
Fake Bank, RBI or Card-Network Officer

"Your card has been blocked", "A suspicious ₹49,999 transaction is pending — confirm to
reverse", "Your account is under RBI hold". The caller knows your name, last four digits,
and recent transaction, then asks for the OTP "to cancel" the charge. RBI never calls
customers; banks never ask for OTPs.

3
Fake Family Emergency & AI Voice Clone

A frantic call: "Papa, I've been arrested / had an accident / am in police custody — please
don't tell Ma, just send ₹50,000 to this UPI now." AI voice-cloning can replicate a child's
voice from a 30-second Instagram reel. The fraud lives in the panic of the first sixty
seconds — always hang up and call the family member back on their own number.

4
Fake Recruiter, HR or Employer

A LinkedIn or WhatsApp message from a "recruiter" at Amazon, Infosys, or a Gulf
company offers a job at double the market salary. They demand a "registration fee",
"medical fee", or visa-processing payment, and ask for full KYC documents that are later
used to open mule accounts in your name. Genuine employers never charge candidates.

5
Fake Government Officer or Courier Executive

Calls claiming to be from the Income Tax department, EPFO, GST, customs, or a courier
company (FedEx, BlueDart, India Post) say a parcel addressed to you contains
contraband, or that your PAN has been linked to a fraud case. The script always ends
with a payment, an OTP, or a screen-share app. Real departments send notices by post,
not by phone.
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How to Spot a Fake Caller
Impostors are trained to sound official within ten seconds. The defence is not to detect a perfect
performance — it is to recognise the structure underneath. Every fake-identity call carries at least
two of these five red flags:

1
Urgent threat of arrest, fine, or social shame

"If you don't act in 30 minutes, an arrest team is on the way", "Your name will appear in
the newspaper tomorrow", "The case will go to court today". Real police, courts, and tax
officers do not negotiate over phone — and certainly not before lunch. Urgency itself is
the lie.

2
Demand for secrecy from family & friends

"Don't tell your wife", "Don't put me on speaker", "If you tell anyone, the case becomes
more serious". No genuine officer requires secrecy. Isolation is a manipulation technique
to keep you from getting a second opinion that would instantly break the spell.

3
Asks for money, OTP, or screen access "for verification"

Real verification means producing documents or visiting a physical office. It never
involves transferring money to an "RBI safe account", paying a refundable bond, sharing
an OTP, or installing AnyDesk / TeamViewer / a court "app". The moment money or
device access enters the conversation, the caller is a fraudster, period.

4
Refuses to be called back on the official number

Ask: "Give me your police station's landline and I'll call you back." A real officer will
gladly oblige. A fraudster will threaten, plead, or claim the case will be lost if you hang
up. Always end the call and dial the institution's main number from its official website
yourself.

5
Video call with a uniform, a flag, and no street noise

Fraud video calls show a sterile room, a screen-saver of the Ashok emblem, a uniform
that doesn't match any actual rank, and zero background sound. A real police station
has phones ringing, doors slamming, and people talking. Demand to see the officer's
badge held against their face, then end the call to verify.
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How To Protect Yourself

✔ DO THIS

✔ Hang up immediately on any caller
claiming to be police, CBI, ED, RBI, customs,
or a courier officer demanding payment or
OTP. Hanging up is never illegal.

✔ Call back on the official number printed
on the institution's website (cybercrime.gov.in
lists every state police helpline). Never the
number the caller gave you.

✔ Verify family emergencies by calling the
family member directly on their saved number
— even if the voice on the call sounds exactly
like them.

✔ Agree a family code-word known only to
immediate family, to confirm identity in
genuine emergencies.

✔ Tell at least one other person before
transferring any money — a spouse, child,
friend, or neighbour. The fraud usually
collapses the moment you say it out loud.

✔ Lock your Aadhaar biometrics at
uidai.gov.in and review "mobile numbers in
your name" monthly at
tafcop.sancharsaathi.gov.in.

✔ Limit what you share on social media —
voice notes, school names, employer, travel
plans — these are the raw material of
impersonation scripts.

✔ If you have already paid, call 1930
within the golden hour. Recovery is far higher
inside 60 minutes.

✘ NEVER DO THIS

✘ Never trust a uniform on a video call.
Uniforms can be bought online; a real arrest
happens in person, not over WhatsApp.

✘ Never transfer money to a "safe RBI
account", "verification account", or "case
clearance account". No such account exists in
any law.

✘ Never share an OTP, CVV, PIN, or
screen-share code — even with someone
who already knows your name, address, or
last transaction. That information is leaked,
not proof of identity.

✘ Never install an app (AnyDesk,
TeamViewer, "court app", "police app") on a
caller's request. No court or police force
communicates this way.

✘ Never stay on a continuous video call
"until the case is resolved". This is the core of
the digital-arrest trap — it keeps you isolated
and panicked.

✘ Never act on an audio-only emergency
from a relative without a callback to their real
number. AI voice clones are now sold on the
dark web for under ₹500.

✘ Never pay a registration / medical /
visa fee to get a job offer. Legitimate
employers never charge candidates.

✘ Never keep the call secret from family —
the fraudster's first instruction is the loudest
red flag.

Remember:

A real officer welcomes verification. A fraudster fears it. The simplest test in the world —
"Let me hang up and call your office back on the official number" — defeats almost every
fake-identity scam ever attempted in India. Make that one sentence your reflex, and teach it
to every member of your family.
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How to Report — Step by Step

1930 Toll-free | 24×7 | All India

The Reporting Process

1
Call 1930 Immediately

The first hour after the payment is the golden hour. The operator records the
transaction reference, the beneficiary account, the caller's phone number(s), and the
impersonation script, and pushes a hold request to the recipient bank to freeze the
funds before the mule withdraws them.

2
Inform Your Bank in Writing

Email the bank's fraud helpdesk and visit the branch the same day. Under the RBI's
"Limited Liability of Customers" circular, if you report unauthorised electronic
transactions within 3 working days, your liability is zero for third-party breaches.

3
File at cybercrime.gov.in

Log in and file a complaint under 'Financial Fraud' → 'Impersonation / Digital Arrest'.
Upload screenshots of the WhatsApp profile photo and fake ID card, the caller's number,
bank SMS alerts, screen recordings of the video call if any, your account statement, and
the UPI ID(s) used to transfer money.

4
Cut Off the Attack Channel

Block the caller's number on your phone and report it on the Chakshu portal at
sancharsaathi.gov.in. Uninstall any app the caller asked you to install (AnyDesk,
TeamViewer, "court app"). Change your e-mail, banking, and UPI passwords. Lock your
Aadhaar biometrics at uidai.gov.in.

5
Follow Up With Your Complaint Number

After filing, you receive an acknowledgement number. Track progress at
cybercrime.gov.in. Visit your local cyber police station with printed evidence and request
an FIR if one has not already been registered. Keep all SMS, screenshots, and call
recordings — they are admissible evidence.
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Family Safety Checklist
Senior citizens, homemakers, college students, and people in their first year at a job are the most
heavily targeted by impersonation scams. Walk through this checklist with every member of your
household:

■ Agree a family code-word that any genuine emergency call must include — known only to
immediate family, never written down digitally.

■ Set a household rule: no money is ever transferred during an active phone call. Hang up, call back,
talk to one other person first.

■ Save 1930, your bank's fraud helpline, and the local police station's landline on every phone in the
house.

■ Lock Aadhaar biometrics at uidai.gov.in for everyone in the family — unlock only when needed.

■ Check "mobile numbers in your name" monthly at tafcop.sancharsaathi.gov.in and
disconnect any you didn't take.

■ Tell elderly relatives directly: no police, CBI, or judge in India will ever conduct an "arrest" or
"case hearing" over WhatsApp or a video call.

■ Audit social-media visibility: remove voice notes, school names, employer, and travel posts that
fraudsters use to script calls.

■ If anyone in the family receives such a call, treat it as a live fraud — disconnect, call 1930, then
verify with the named institution on its official number.

Real Cases Reported in India

Mumbai — Digital Arrest of a Retired Engineer, ₹3.8 Cr (2024)

A 77-year-old retired engineer in Andheri received a video call from a man in police uniform claiming
a parcel in his name contained narcotics. Over five days of continuous video calls, "CBI officers"
convinced him to transfer ₹3.8 crore to "safe RBI accounts". The fraud unravelled only when his
daughter visited and asked who he was speaking to.

Bengaluru — AI Voice-Clone of a Son, ₹2 lakh (2025)

A Koramangala homemaker received a sobbing call: "Ma, I've been in an accident, the police want
₹2 lakh or they'll file a case" — in her son's exact voice. She transferred via UPI within eight minutes.
Her son, in fact, was in office. The voice was cloned from a 40-second Instagram reel.

Gujarat — Fake CBI Officer, ₹86 lakh (2024)

A 65-year-old Ahmedabad doctor was told his PAN was linked to a money-laundering case. Over two
days of fake "CBI" and "Supreme Court" video calls, ₹86 lakh was transferred. He reported to 1930
within two hours; ₹19 lakh was frozen at the recipient bank — proof the golden hour matters even
days into a fraud.
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Important Contacts & Resources
Service Contact

National Cyber Crime Helpline 1930 (24×7, toll-free)

National Cyber Crime Reporting Portal cybercrime.gov.in

Report fraudulent SMS / call (Chakshu) sancharsaathi.gov.in

Check / disconnect mobile numbers in your
name tafcop.sancharsaathi.gov.in

RBI Sachet (unauthorised entities) sachet.rbi.org.in

Banking Ombudsman (RBI) cms.rbi.org.in

NPCI Dispute Redressal (UPI) npci.org.in/disputes

Police Emergency 112

Five Things to Remember

1 A real officer welcomes a callback.

Hang up. Call the institution's official number yourself. Anyone who refuses this single step is a
fraudster.

2 There is no "digital arrest" in Indian law.

Police, CBI, ED, customs — none can arrest, interrogate, or hold court hearings over a phone or
video call. Ever.

3 No real account is called a "safe RBI account".

Any demand to transfer money for "verification", "case clearance", or "bail" is conclusive proof of
fraud.

4 A familiar voice is no longer proof of identity.

AI voice clones now mimic anyone from a 30-second audio. Always call the family member back
on their saved number.

5 Tell one other person before you pay.

Most impersonation scams collapse the moment the victim says the demand out loud to a
spouse, child, or neighbour.

If you remember only one sentence: "Let me hang up and call your office back on the official
number."
If you remember only one number: 1930.
If you remember only one habit: tell one other person before you transfer any money.


