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What Is Fraud by Link?
A single tap on a link can drain a bank account, install spyware, or hand over a full identity. Fraud
by Link — sometimes called phishing, smishing, or quishing (QR-link fraud) — is now the most
common doorway into Indian victims' phones. The attacker doesn't break in; they wait for you to
walk in.

These links arrive disguised as electricity-bill warnings, KYC-expiry alerts, parcel-delivery updates,
income-tax refunds, job offers, or even messages from a known contact. The destination page is a
near-perfect copy of a bank, government portal, or courier website — except every keystroke,
OTP, and card detail you type lands in a fraudster's database. In other variants, the link silently
installs an APK or grants device access the moment it loads.

The single most important fact:

A link is a weapon, not an invitation. Any link received over SMS, WhatsApp, e-mail, or
social media — however urgent or official it sounds — should be treated as untrusted until
verified through the official app or by typing the website address yourself. No bank, no tax
office, no courier company, and no government department will ever ask you to complete a
critical action by clicking a link in a message.

The Scale of the Problem

11.3 L
Cyber-financial fraud complaints
registered on NCRP in 2023 (I4C)

60%+
Of reported cyber frauds in India

begin with a malicious link or
fake page (I4C/CERT-In)

1930
Report cyber crime 24×7 All

India, toll-free

CERT-In and the Indian Cyber Crime Coordination Centre (I4C) have repeatedly flagged phishing
pages, shortened URLs, and APK-distribution links as the most aggressive attack vectors in India.
New domains spoofing banks, the Income Tax department, India Post, and major couriers appear
by the thousands every week — most stay live for less than 48 hours, just long enough to harvest
a wave of victims before being taken down.
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Five Ways a Link Steals Your Money
Every link fraud uses the same trick — a believable message that creates urgency — but the
payload behind the link can take different shapes. Knowing the door is the first step to closing it.

1
Smishing & QR-Code Phishing

An SMS, WhatsApp message, or printed QR poster warns of disconnected electricity, a
blocked account, or a PAN-Aadhaar deadline. The link — often a shortened bit.ly or
tinyurl — opens a near-perfect copy of the real site, asking for login, card number, CVV,
and OTP. Every keystroke lands in a fraudster's database.

2
Fake KYC / Account-Suspension Links

An SMS claiming to be from your bank says "Your KYC has expired. Update within 2
hours or your account will be frozen". The page asks for customer ID, debit-card number,
and the OTP you receive — exactly the combination needed to drain the account.

3
Fake Refund & Cashback Links

Posing as Income Tax, GST, Amazon, or your bank, the message offers a "pending
refund" or "reward credit". The link demands account number, IFSC, and a small
"verification fee" through UPI. Once the PIN is entered the account is debited — and the
refund never arrives.

4
Fake Courier / Parcel-Delivery Links

"Your India Post / FedEx / BlueDart parcel could not be delivered. Reschedule here" —
followed by a look-alike tracking page asking for a ₹25 redelivery fee. The page captures
card details or installs an APK that reads incoming SMS, enabling later high-value
transactions.

5
Job, Lottery & Investment Trap Links

Telegram and WhatsApp messages promise part-time work-from-home jobs, KBC-style
lottery wins, or guaranteed stock-market returns. The link leads to a fake portal that
collects KYC documents, charges a "registration fee", and pulls victims into deeper
investment-scam funnels.
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How to Spot a Malicious Link
Fraud links are designed to look real at a glance. A two-second check before tapping defeats
almost every one of them. Train your eye to look for these signs:

1

Misspelled or look-alike domain & missing padlock

sbi-onlin.in, hdfcbank-secure.com, incometaxgov.in, amaz0n.in — extra letters,
missing letters, digits instead of letters, or unusual sub-domains like
sbi.payment-update.xyz. Long-press to preview the URL: absence of https://,
browser safety warnings, or a domain you have never heard of are all reasons to delete
the message and move on. Real Indian government sites end in .gov.in; real banks use
only their primary domain.

2
Shortened or hidden URL

Links wrapped through bit.ly, tinyurl, t.co, cutt.ly, or generic-looking Google-forms /
Telegram links hide the true destination. Legitimate institutions almost never shorten
links to their own customers.

3
Urgency, threat, or sudden reward

"Account will be blocked in 1 hour", "Last chance to claim ₹15,420 refund", "Your
electricity supply will be disconnected tonight". Real institutions never enforce a
one-hour deadline by SMS.

4
Unexpected attachment or APK download

If a link prompts you to download a file (.apk, .exe, .zip) to "view" an invoice, invitation,
or refund form, stop. Banks and government departments never deliver content this
way.

5
Page asks for OTP, PIN, or full card number together

No legitimate website asks for your UPI PIN, ATM PIN, full 16-digit card number plus CVV
plus OTP on a single page. The presence of all three together is, by itself, conclusive
proof of fraud.
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How To Protect Yourself

✔ DO THIS

✔ Type the website yourself in the browser
instead of tapping any link in SMS, e-mail, or
WhatsApp — for banking, tax, electricity, and
courier sites.

✔ Long-press every link before tapping to
preview the full URL. If the domain looks
unfamiliar, delete the message.

✔ Use only official apps from the Play Store
or App Store for banking, UPI, and tax filing.

✔ Enable two-factor authentication on
your e-mail, social, and banking accounts.

✔ Set transaction alerts on every account
for every debit — even ₹1.

✔ Verify suspicious messages by calling
the bank or institution on the number printed
on your card or official website — never the
number in the message.

✔ Report phishing SMS & calls on the
Chakshu portal at sancharsaathi.gov.in.

✔ If you tapped a link and entered any
detail, freeze the card / change UPI PIN / call
1930 within the golden hour.

✘ NEVER DO THIS

✘ Never tap links in messages about KYC,
account suspension, electricity disconnection,
or unexpected refunds — no matter how
official they sound.

✘ Never enter your UPI PIN, ATM PIN, or
OTP on a webpage opened from a link.

✘ Never install an APK from a link —
wedding invitations, bill PDFs, refund forms,
"updated" banking apps. Install only from the
Play Store or App Store.

✘ Never scan unknown QR codes from
posters, pamphlets, or messages without
verifying where they lead.

✘ Never trust shortened URLs (bit.ly,
tinyurl) — expand them at
checkshorturl.com first if you must.

✘ Never log in to your bank or e-mail from a
page opened via search-engine ad or
sponsored link — go directly to the official
site.

✘ Never forward a suspicious link to
family WhatsApp groups — even to warn
them. Describe it in words instead.

✘ Never ignore a small unauthorised debit. It
is often the attacker testing the channel
before draining the account.

Remember:

A safe link is one you opened yourself by typing the address — not one delivered to you. The
thirty seconds spent typing "onlinesbi.com" into your browser is the cheapest insurance
against fraud. Closing this single door — "never tap, always type" — eliminates the majority
of link-based attacks.
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How to Report — Step by Step

1930 Toll-free | 24×7 | All India

The Reporting Process

1
Call 1930 Immediately

The first hour after the debit is the golden hour. The operator records the transaction
reference, the beneficiary account, and any phone number or URL involved, and pushes
a hold request to the recipient bank to freeze the funds before the mule withdraws
them.

2
Inform Your Bank in Writing

Email the bank's fraud helpdesk and visit the branch the same day. Under the RBI's
"Limited Liability of Customers" circular, if you report unauthorised electronic
transactions within 3 working days, your liability is zero for third-party breaches.

3
File at cybercrime.gov.in

Log in and file a complaint under 'Financial Fraud → UPI / Banking Fraud' or 'Online
Phishing'. Upload the fraudulent SMS / WhatsApp screenshot, the URL of the phishing
page, bank SMS alerts, your account statement, and any UPI ID or phone number used
by the fraudster.

4
Cut Off the Attack Channel

Change your internet-banking password and UPI PIN. Block the compromised card.
Uninstall any app that was downloaded via the link. Revoke suspicious app permissions.
Report the fraudulent SMS / number on the Chakshu portal at sancharsaathi.gov.in.

5
Follow Up With Your Complaint Number

After filing, you receive an acknowledgement number. Track progress at
cybercrime.gov.in. Visit your local cyber police station with printed evidence and request
an FIR if one has not already been registered.
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Family Safety Checklist
First-time smartphone users, senior citizens, students applying for jobs, and homemakers
receiving delivery / refund SMS are the most heavily targeted. Walk through this checklist with
every member of your household:

■ Bookmark official websites for every bank, electricity provider, the Income Tax portal, and India
Post on every phone in the house — and use only those bookmarks.

■ Enable "Block installation from unknown sources" in Android security settings on every device.

■ Set up SMS & email alerts on every linked bank account, including dormant ones.

■ Save 1930, your bank's fraud helpline, and your telecom's number on every phone in the house.

■ Agree on a family rule: no link from an SMS or WhatsApp is ever tapped — the website is always
typed manually.

■ Teach every family member the four red flags: urgency, money in/out, asking for OTP/PIN,
unknown short URL.

■ Review WhatsApp forwards with elderly relatives weekly — the cleanest way to spot a fresh scam
doing the rounds.

■ If anyone in the family taps a link and enters details, treat it as a live fraud — call 1930 first,
then the bank, then change passwords.

Real Cases Reported in India

Gujarat — Fake Electricity-Bill Link, ₹2.1 lakh (2024)

A Surat textile-shop owner received an SMS warning that his electricity supply would be
disconnected unless he updated his last bill. The link opened a near-perfect copy of the discom site
asking for a ₹10 verification fee through a downloaded "billing app" — actually an APK. It read every
banking SMS for 36 hours, after which ₹2.1 lakh was transferred in four UPI debits.

Maharashtra — Fake India Post Parcel Link, ₹38,000 (2025)

A Mumbai college student received a message saying her parcel was held due to incomplete
address and a ₹25 redelivery fee was required. The phishing page captured her card number,
expiry, CVV, and OTP — within fifteen minutes ₹38,000 was charged. Reporting to 1930 within the
same hour froze ₹26,000 at the beneficiary bank.

Delhi — Fake KYC SMS, ₹5.6 lakh (2024)

A 62-year-old retiree received an SMS claiming his savings account would be frozen unless KYC was
updated within 3 hours. He entered his customer ID, debit-card number, and three OTPs; ₹5.6 lakh
was transferred across two accounts. Only ₹1.2 lakh was recovered — a reminder that the first 60
minutes matter more than the next 60 days.
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Important Contacts & Resources
Service Contact

National Cyber Crime Helpline 1930 (24×7, toll-free)

National Cyber Crime Reporting Portal cybercrime.gov.in

Report fraudulent SMS / call (Chakshu) sancharsaathi.gov.in

Check / disconnect mobile numbers in your
name tafcop.sancharsaathi.gov.in

RBI Sachet (unauthorised entities) sachet.rbi.org.in

Banking Ombudsman (RBI) cms.rbi.org.in

NPCI Dispute Redressal (UPI) npci.org.in/disputes

Police Emergency 112

Five Things to Remember

1 Never tap, always type.

Open your bank, tax, or courier site by typing the address yourself or using a saved bookmark —
never via a link in SMS, e-mail, or WhatsApp.

2 Urgency is the trick.

"Within 1 hour", "account will be frozen", "last chance" — real institutions never demand action
through threats by SMS.

3 No legitimate page asks for OTP + PIN + CVV together.

If one screen asks for any combination of these, it is a phishing page. Close the tab immediately.

4 APK from a link = malware.

Wedding cards, parcel forms, refund applications — never install. Use only the Play Store or App
Store.

5 The first hour after fraud is decisive.

Call 1930 immediately. Money frozen within the golden hour is recovered far more often than
money reported even a day later.

If you remember only one rule: never tap a link in a message — always type the address
yourself.
If you remember only one number: 1930.
If you remember only one habit: long-press a link to preview the URL before doing anything
else.


