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What Is Investment Fraud?
Investment Fraud is the trick of luring people into putting money into schemes, shares,
cryptocurrencies, forex products, or 'tips' that either do not exist or are deliberately rigged
to steal the capital. The attacker doesn't sell you a bad investment — they sell you a story:
a private WhatsApp group of 'institutional traders', a 'SEBI-registered' advisor with
guaranteed 30% monthly returns, a 'pre-IPO allocation' that only insiders can access, or a
crypto app where every trade magically wins. By the time the victim asks to withdraw, the
money, the website, and the entire 'team' have vanished.

In India, investment fraud is now the single largest category of online financial crime by
money lost. The scripts borrow language from CNBC, the credentials are forged from SEBI
and RBI templates, and the dashboards show neat green profit charts that update by the
minute — until withdrawals are blocked with a 'tax', a 'margin top-up', or a 'compliance
fee'. The bait is always the same: returns no real market can produce, presented as a
one-time private opportunity, with just enough urgency to switch off the part of the brain
that asks the obvious question.

The single most important fact:
No genuine investment in India guarantees a fixed return, and no SEBI-registered
advisor solicits clients through WhatsApp, Telegram, or Instagram DMs. Guaranteed
returns, recovery of 'stuck' profits on payment of extra fees, 'pre-IPO' shares offered over the
phone, and 'institutional' trading groups that accept beginners — every one of these is a
fraud. Before investing one rupee, verify the advisor on the SEBI website (sebi.gov.in) and
the company on MCA21 (mca.gov.in). If they aren't there, they aren't real.

The Scale of the Problem

₹4,636 Cr
Lost to stock & investment
scams in India, 2024 (MHA /

I4C)

2,28,094
Investment scam complaints
filed on NCRP in 2024 (I4C)

1930
Report cyber crime 24×7 All

India, toll-free

Investment fraud in India increasingly follows a pattern security researchers call
pig-butchering: victims are added to a WhatsApp or Telegram group, shown weeks of fake
'live calls' that appear to win, allowed to make one small profitable withdrawal as proof,
and then drained when they invest larger sums. SEBI, RBI, and the Indian Cyber Crime
Coordination Centre (I4C) have repeatedly warned the public — but the most reliable
defence is not memorising scam names. It is the simple habit of refusing every investment
that arrives unsolicited, however legitimate it looks.
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Five Faces of Investment Fraud
Investment scams change costume every season — stock tips one year, crypto the next,
pre-IPO shares the year after — but the underlying machinery is identical: a fake
credential, an impossible return, and a wall between you and your money. Recognise the
pattern and the brand name stops mattering.

1

Fake Stock-Tip / Trading Group Scam
You are added to a WhatsApp or Telegram group named 'Morgan Stanley VIP Club' or
'NSE Institutional Desk' run by a 'Madam Sharma' or 'Prof. Verma' who shares 'jackpot'
calls daily. After a few free tips that appear to win, members are moved to a private
trading app that mimics a real broker, shown handsome paper profits, and then
blocked from withdrawing unless they pay 'tax', 'margin', or 'compliance' fees.
SEBI-registered analysts never solicit clients on social media.

2

Fake Crypto / Forex Investment App
A polished website or app — sometimes a clone of Binance, Zerodha, or a 'US
regulated' broker — promises 1–5% daily returns from algorithmic trading. The
dashboard shows your money growing in real time. The moment you try to withdraw,
support asks for a 'release fee', a 'tax clearance', or a fresh deposit to 'unlock' the
account. No regulated exchange in the world demands a deposit to withdraw.

3

Ponzi, MLM & 'Guaranteed Return' Schemes
A neighbour, relative, or 'business mentor' introduces a plan that doubles money in 90
days through cattle farming, dairy, e-commerce, solar plants, or 'forex robots'. Early
investors are paid from the money of later ones — until recruitment slows and the
scheme collapses. Saradha, PACL, and dozens of regional chit funds followed exactly
this template, costing Indian households thousands of crores.

4

Fake IPO / Pre-IPO / Block-Deal Allotment
A caller claiming to be from a leading broker offers 'unlisted shares' of Tata Sons,
Reliance Retail, NSE, or a hot start-up at a discount, available only to 'high-net-worth'
clients. A forged demat statement is sent by email. Once you pay, the shares never
appear. Unlisted shares can only be bought through SEBI-registered intermediaries —
never via cold calls or Instagram ads.

5

Fake Investment Advisor / Portfolio Manager
Someone with a slick Instagram or YouTube channel and a 'SEBI Registered RIA' badge
offers to manage your portfolio for a small fee, sends you a 'risk profiling' form, and
then directs all 'trades' through a single bank account in their own name. SEBI advisors
are not permitted to handle client funds directly; money must always flow through a
regulated broker's own client account.
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How to Spot a Fake Investment
Scheme
Every investment scam, however sophisticated, leaves the same fingerprints. If a scheme
matches two or more of these five red flags, walk away — no matter how credible the
spokesperson or how polished the app.

1
Guaranteed or fixed high returns
'Capital protected with 3% monthly profit', '40% annual return, lock-in three months',
'risk-free arbitrage'. No genuine market product in India can promise this. Real equity
returns vary, real mutual funds carry a SEBI-mandated risk disclaimer, and real fixed
deposits cap out near 8%. A guarantee above that is, by definition, a lie.

2
Unsolicited contact via WhatsApp, Telegram or social DM
Genuine SEBI-registered advisors and AMCs do not cold-add you to a Telegram group,
do not run 'free seminars' on Instagram Live, and do not message strangers about
'market secrets'. If the relationship started with an unsolicited DM, end it the same
way.

3
Pressure to invest 'today only' or 'before market opens'
'The slot closes at 5 PM', 'only 7 seats left in the VIP batch', 'pre-IPO window shuts
tomorrow'. Real investment opportunities are never urgent in this way. Urgency exists
only to stop you from checking — which is the one thing that would defeat the scam.

4
Withdrawals blocked until a 'fee', 'tax' or 'top-up' is paid
The dashboard shows ₹14 lakh of profit, but a withdrawal needs ₹2 lakh of 'TDS
clearance' or a 'membership upgrade' first. No real broker, exchange, or tax authority
works this way. The moment you are asked to send money to get money, every
additional rupee is lost — stop, do not pay, and report.

5

No SEBI / RBI registration that you can independently verify
Anyone can claim to be 'SEBI registered'. The only proof that matters is the entry on
sebi.gov.in (for advisors, brokers, mutual funds) or rbi.org.in (for NBFCs and
deposit-takers). If the firm is not searchable on these sites by the exact registration
number, it is not registered — irrespective of the certificate they show you on
WhatsApp.



INVESTMENT FRAUD
Cyber Centre of Excellence | Gujarat Police

Helpline: 1930
cybercrime.gov.in

If you suspect Investment Fraud, call 1930 immediately. Page 4

How To Protect Yourself

✔ DO THIS
✔   Verify every advisor and firm on
sebi.gov.in before transferring a single
rupee. Search the exact registration number,
not just the name.
✔   Check the company on MCA21
(mca.gov.in) — every Indian company's
directors and registered address are public.
✔   Invest only through regulated
intermediaries: SEBI-registered brokers,
AMFI-registered mutual fund distributors, or
directly via the AMC.
✔   Insist on writing. A genuine product
comes with a Scheme Information Document
or a Key Information Memorandum. No PDF,
no investment.
✔   Use only your own bank accounts to
transact. Funds should flow to a broker's
pooled client account, never to a personal
UPI or 'company current account' set up last
month.
✔   Demand a TradingView, NSE or BSE
screenshot of any 'tip' that supposedly won
— and verify the time stamp against your
own terminal.
✔   Tell at least one family member
before transferring large sums. Most
investment scams collapse the moment the
victim says them out loud.
✔   If you have already paid, call 1930
within the golden hour. Recovery rates fall
sharply after the first 60 minutes.

✘ NEVER DO THIS
✘   Never trust 'guaranteed' returns. The
word itself is the warning. No SEBI-registered
entity is allowed to use it.
✘   Never invest through a WhatsApp /
Telegram group or an Instagram ad —
these are not channels through which
SEBI-registered advisors operate.
✘   Never download a trading app sent as
an APK link, from a Telegram file, or from any
source other than the Play Store / App Store
with verified publisher.
✘   Never pay a 'release fee', 'tax', or
'margin' to withdraw your own profits. If
you've been asked once, every additional
payment is lost.
✘   Never share OTPs, login credentials,
or screen-share apps (AnyDesk,
TeamViewer) with any 'relationship manager'
— no real broker ever needs them.
✘   Never invest in 'pre-IPO' shares
offered over the phone or social media.
Unlisted shares change hands only through
SEBI-registered intermediaries.
✘   Never let urgency drive the decision.
Anyone who can't wait 24 hours for you to
verify them is, by that fact alone, not worth
investing with.
✘   Never recover a loss through a
'recovery agent' who finds you online — that
is a second fraud, layered on the first.

Remember:
A real investment welcomes verification. A fraud cannot survive it. The simplest test
in the world — 'let me check this on sebi.gov.in and call you back tomorrow' — defeats
almost every investment scam ever run in India. Make that sentence your reflex, and teach it
to every member of your family before they have money to lose.
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How to Report — Step by Step

1930 Toll-free | 24×7 | All India

The Reporting Process

1
Call 1930 Immediately
The first hour after the transfer is the golden hour. The operator records the
transaction reference, the beneficiary account, the broker / app name, and the
investment script, and pushes a hold request to the recipient bank to freeze the funds
before the mule withdraws them.

2
Inform Your Bank in Writing
Email the bank's fraud helpdesk and visit the branch the same day. Under the RBI's
'Limited Liability of Customers' circular, if you report unauthorised electronic
transactions within 3 working days, your liability for third-party breaches is zero.
Even where you authorised the transfer, the bank can still trace and freeze.

3
File at cybercrime.gov.in
Log in and file a complaint under 'Financial Fraud' → 'Investment / Trading Scam'.
Upload screenshots of the WhatsApp / Telegram group, the fake app dashboard, the
'advisor's' profile, all transaction SMS alerts, your bank statement, and every UPI ID or
account used to transfer money.

4
Report to SEBI & RBI
Use SCORES (scores.sebi.gov.in) for SEBI-related entities and Sachet (sachet.rbi.org.in)
for unauthorised deposit-takers and NBFCs. The Chakshu portal (sancharsaathi.gov.in)
lets you report the fraud's phone number and SMS sender.

5

Cut Off & Follow Up
Uninstall the fake trading app. Change banking, e-mail, and UPI passwords. Lock
Aadhaar biometrics at uidai.gov.in. Track your complaint on cybercrime.gov.in; visit
your local cyber police station with printed evidence and request an FIR if one has not
already been registered. Keep every SMS, screenshot, and call recording — they are
admissible evidence.
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Family Safety Checklist
First-time investors, salaried professionals, retirees with one-time corpus, and
homemakers chasing a 'side income' are the most heavily targeted by investment scams.
Walk through this checklist with every earning member of the household:

■   Set a household rule: no investment of more than ₹25,000 is decided in a single day. Sleep
on it, search the firm, verify the registration.
■   Treat every WhatsApp / Telegram investment group as fraudulent until proven
otherwise. Exit silently — do not engage, do not 'test with a small amount'.
■   Bookmark sebi.gov.in / Intermediaries on every family phone. Verify any advisor's claim
against it before transferring anything.
■   Never invest in someone else's app. Use only Zerodha, Groww, Upstox, ICICI Direct, HDFC
Securities or equivalent — installed from the official Play / App Store.
■   Talk to retired parents directly: there are no 'special pension schemes' offered over the
phone, no 'senior citizen FDs at 14%', and no 'lapsed LIC policy' that needs a fresh deposit to
revive.
■   Audit children's exposure — finfluencer Telegram channels and 'crypto signal' groups are
gateway scams for first-job earners.
■   If anyone in the family is approached, treat it as a live fraud — disconnect, call 1930, and
verify the firm on SEBI before paying a single rupee.

Real Cases Reported in India

Pune — Software Engineer, ₹2.45 Cr (2024)
A 38-year-old IT professional was added to a 'Morgan Stanley Wealth Club' WhatsApp group
with 90 members trading institutional 'block deals'. Over six weeks he transferred ₹2.45 crore
across 14 mule accounts; the app showed ₹6 crore of profit. When he tried to withdraw,
support demanded ₹40 lakh of 'TDS clearance'. The group, the app, and the 'advisors'
vanished overnight.

Ahmedabad — Retired Banker, ₹68 lakh (2025)
A 64-year-old former bank manager was offered 'pre-IPO shares of NSE' by a caller claiming to
be a senior employee of a leading broker. A forged demat statement and a fake bulk-deal
screenshot convinced him. He reported to 1930 within four hours of the final transfer; ₹17 lakh
was frozen at the receiving bank — proof that even hours into a fraud, the golden-hour
reporting still recovers money.

Surat — Diamond Trader, ₹3.1 Cr (2024)
A businessman was introduced via Instagram to an 'algorithmic crypto fund' showing 1.2%
daily returns. He invested in tranches, watched his dashboard grow to ₹9 crore, and was then
asked for a 'GST + tax release' payment of ₹50 lakh to withdraw. The domain was
de-registered within a week. The case is now under joint I4C–ED investigation.
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Important Contacts & Resources
Service Contact

National Cyber Crime Helpline 1930 (24×7, toll-free)

National Cyber Crime Reporting Portal cybercrime.gov.in

SEBI — verify advisors & intermediaries sebi.gov.in

SEBI SCORES — complaint redressal scores.sebi.gov.in

RBI Sachet — unauthorised deposit-takers sachet.rbi.org.in

MCA — verify Indian companies mca.gov.in

Report fraudulent SMS / call (Chakshu) sancharsaathi.gov.in

Banking Ombudsman (RBI) cms.rbi.org.in

NPCI Dispute Redressal (UPI) npci.org.in/disputes

Police Emergency 112

Five Things to Remember

1
No genuine return is ever 'guaranteed'.
Equity has risk, debt has rates, FDs have ceilings. Anyone promising a fixed monthly
profit is selling a story, not a security.

2
SEBI advisors don't message strangers.
Real Registered Investment Advisors are searchable on sebi.gov.in and operate
through formal client agreements — never via Telegram or Instagram DMs.

3
You can't pay your way out of a withdrawal block.
Tax, margin, top-up, or release fees demanded to withdraw your own profits are the
definition of a scam. Every extra rupee paid is lost.

4
Verify before you transfer, not after.
sebi.gov.in for advisors, mca.gov.in for companies, sachet.rbi.org.in for deposit-takers.
Twenty minutes of checking saves twenty years of savings.

5
Tell one other person before you invest.
Most investment scams collapse the moment the victim says the pitch out loud to a
spouse, child, accountant, or neighbour.

If you remember only one sentence: “Let me verify this on sebi.gov.in and call you
back tomorrow.”   If you remember only one number: 1930.   If you remember only one
habit: tell one other person before you invest.


